7 virtana

Virtana Vulnerability Statement

Product Impacts from CVE-2022-22963 and CVE-2022-22965

Last updated: April 5, 2022

Document ID: VI-SA-2022-0002

Revision 2.0

Virtana has analyzed CVE-2022-22963, a Spring Cloud Function vulnerability, and CVE-2022-22965, a Spring MVC or Spring WebFlux
vulnerability know as "Spring4Shell".

This document provides customers with additional information on the exposure and exploitability of Virtana products.

Virtana products not exposed and not vulnerable to CVE-2022-22963 and CVE-2022-22965

VirtualWisdom all supported versions

ProbeFC and ProbeNAS firmware all supported versions
Workload Generator

WorkloadWisdom

Virtana Migrate

Virtana Optimize

Virtana Platform

More information about the Vulnerabilities

Additional details on the vulnerability can be found on the National Vulnerability Database maintained by the US government National Institute of
Standards and Technology at:

https://nvd.nist.gov/vuln/detail/ CVE-2022-22963

https://nvd.nist.gov/vuln/detail/ CVE-2022-22965
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